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Block diagram of an example switching device for
processing and transmitting a data packet from a source
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and other components in a network

An exemplary networking environment for implementing a plurality of switching device(s)
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Key Features / \alue Proposition

» Switching Device Advantages
» Processes and transmits data packets in
software-defined networking
environment.
» Source address:
» MAC address of source computing
device.
» Destination address:
» MAC address of destination computing
device.
» Controlled by SDN controller.
» Switching Device Policy
» Receives multiple policy criteria from
controlling device.
» Receives header information if no policy
criteria present.
» Provides policy criteria based on data
packet header information.
» Installs one of the received policy criteria
from the controlling device.

» Encapsulates data packet with a
signature of the switching device

» Intermediate  Switching  Device
Implementation Method

> Hardware or software-based

application.
» Method for Receiving Policy
Criteria
» Combines  multiple  policy
criteria into flow entries.
» Implementing Policy Criteria in
Intermediate Switching Device
» Verification of preceding
device's signature.
» Implementing  plural  policy

criteria.
» Implementing Policy Criteria
» Add or modify flow entries in
intermediate switching device

» Includes addresses of subsequent i o
network switching devices for data ow table.
packet flow.
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Flowchart depicting an example method for processing and transmitting a data packet from a source
computing device to a subsequent switching device in a network

402
RECEIVING BY THE SWITCHING DEVICE, A DATA PACKET FROM A
SOURCE COMPUTING DEVICE

!

404
EXTRACTING THE HEADER INFORMATION FROM THE DATA PACKET I

406

15 A POLICY CRITERLIA PRESENT IM
THE SWITCHING DEVICE 7

408

REQUESTING A CONTROLLING DEWICE, FOR A POLICY CRITERIA

SWITCHING DEVICE

:

410
RECEIVING AND INSTALLING A PLURALITY OF POLICY CRITERIA IN THE |

412
| ENCAPSULATING A SELECTED POLICY CRITERIA FROM AMONGST THE
PLURALITY OF RECEIVED POLICY CRITERIA WITHIN THE DATA PACKET
414
ADDING A SIGNATURE OF THE SWITCHING DEVICE, TO THE
EMCAPSULATED DATA PACKET

y

416
CAUSING TO TRANSMIT THE ENCAPSULATED DATA PACKET TO A I

SUBSEQUENT SWITCHING DEVICE
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Flowchart depicting an example method for processing and transmitting a data packet from
a preceding switching device to a subsequent switching device in a network
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RECEIVING BY AN INTERMEDIATE SWITCHING DEVICE, AN
ENCAPSULATED DATA PACKET, FROM A PRECEDING SWITCHING
DEVICE IN A NETWORK

504

EXTRACTING BY THE INTERMEDIATE SWITCHING DEVICE, A
SIGNATURE OF THE PRECEDING SWITCHING DEVICE AND A
PLURALITY OF SELECTED POLICY CRITERIA FROM THE RECEIVED
ENCAPSULATED DATA PACKET

506

DOES THE SIGNATURE OF THE
PRECEDING SWITCHING DEVICE
CORRESPONDS TO A TRUSTED
DEVICE 7

NO

508

IMPLEMENTING BY THE INTERMEDIATE SWITCHING DEVICE, ONE OF
THE PLURALITY OF RECEIVED SELECTED POLICY CRITERIA

L 4

DOES NOT TRANSMIT THE 510 | CAUSING TO TRANSMIT 512
N DATA PACKET TO A THE DATA PACKET TO A
SUBSEQUENT SWITCHING SUBSEQUENT SWITCHING

DEVICE IN THE NETWORK DEVICE IN THE NETWORK
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